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2. telnet

FES A lconsole

3. web browser
4. MEXHE (FlanCISCO Works)



iH & console D 7] B HH 2%

Console Port RJ-45

Connector

Rollover RJ-45to DB-9 Computer
Cable Adapter
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HENLK S ORE B 22console O & I

Console Port — RJ-45
Connector

Rollover RJ-45to DBE-9 Computer
Cable Adapter
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E% 5 *Riiﬁ%

System Bootstrap, Version 12.4(1r) [hqluong 1r], RELEASE
SOFTWARE (fcl)

/IVA L B7"BOOT ROMHKJff A

Copyright (c) 2005 by CISCO Systems, Inc.

Initializing memory for ECC

c2821 processor with 262144 Kbytes of main memory

Main memory is configured to 64 bit mode with ECC enabled

/1A b 75~ i EH 4% R A A7 DR/

Readonly ROMMON initialized

program load complete, entry point: 0x8000f000, size: 0x274bf4c

Self decompressing the image :
T R
HAHH AT R R T R R s [OK]

UL b RENOSHR R IT 2
Smart Init is enabled

(BEAL & HED
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B A LR

A summary of U.S. laws governing CISCO cryptographic
products may be found at:

http://www.CISCO.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending
email to

export@CISCO.com.
Installed image archive

CISCO 2821 (revision 49.46) with 249856K/12288K bytes of
memory.

AR
Processor board ID FHK1039F210Q

IERRS S
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2 Fast Ethernet interfaces
[P PR LK R 4% 1
2 Low-speed serial(sync/async) interfaces
I MR BT (RZ5RD)
1 Virtual Private Network (VPN) Module
II—VPN R 45 FE
DRAM configuration is 64 bits wide with parity enabled.
239K bytes of non-volatile configuration memory.
/INVRAMFF) K]y
62720K bytes of ATA CompactFlash (Read/Write)
/IFLASH IR

--- System Configuration Dialog ---
Continue with configuration dialog? [yes/no]:

1A _ER7R B AR EXN AR ? TATBIE n” SRz
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BE AR SR U 5K

L

GAD> €= User EXEC

GAD>enable

GAD# -€————— Privileged EXEC

GhD#disable

GAD> E— User EXEC

—  FHPERA (User mode) : % FHREE B HEBIPRE.
FEHRAT, LEMBHSHITHRE, JUEENKHS
5 B EH R

— PR (Privilege mode) : A DL R FHES B R,
LRI U EEE BRI ERER.



B FH 28 H 5 PR

JEHF' ﬁit Router>
]
RS, Router
I
iﬁ Eﬁﬁﬁ Router (config) #
EHFFHREREA
Configuration Mode Prompt
Interface Router (config-if)#
Subinterface Router (config-subif)#
Controller Router (config-controller)ff
Map-list Router (config-map-list)#
Map-class Router (config-map-class)#
Line Router (config-line)#
Router Router (config-router)#
|PX-router Router (config-ipx-router)#
Route-map Router (config-route-map) #

R&S—1-23



Using the Edit Keys

i S T
[Crt1+a] teahtarelar STk
[Crt1+E] teandtrRl ST RE
[Crt1+P) i [T D) S
[ort1+n] (2 L4 YD B %
[EzctF] JCARATE— 1718
[Esc+E] JotRfETE— 18]
[Crt1+F] TCtRRE—
[Crt1+8] THrEfE—F 8

Router#terminal no editing 5<% % DI RE

Router#terminal editing JT )3 Wi IhfE, A
AN




Using the “?" & “Tab” Key

? - =

? s HT e KB
Router#? HHAE T BT A AT KA &
Router#C? HFIEI BT B C T kK]

Router#Clock ?Br4s Hifg 2"

’:fﬁ/‘\

3 ~
i a2 clock” K Ay @ B S
Tab: HT B35 HIHA

Router>en[Tab]

Router>enable
Note: ¥ARGIRINANBEL T

)

2! ) BERY, 18" enter[H] %
" BN 1T, & spaceTiE R

I
|

J o



" WIS SR

Router>enable

Router#clok

Translating "clok"...domain server (255.255.255.255)
(255.255.255.255)

Translating "clok"...domain server (255.255.255.255)

% Unknown command or computer name, or unable to find
computer address

1A EZREAFIA T iR a2

Router#cl?

clear clock

I AR5 H T ZHEr T T CUF B DL cl” TRk BT B i 4
Router#clock

% Incomplete command.

/128 AR~ LA,

R&S—1-26



“" WMER %]

Router#clock ?
set Set the time and date

// =" ?" M“clock” 3%, A
f‘gﬁ“ oiE?% ik o Z flf%% ﬁiﬁnﬁl cljojﬁ ninmv
GRS Y38

Router#clock set ?
hh:mm:ss Current Time
Router#clock set 11:36:00
% Incomplete command.
Router#clock set 11:36:00 ?
<1-31> Day of the month
MONTH Month of the year




“" WMER %]

Router#clock set 11:36:00 12 ?
MONTH Month of the year

IICA_EZ RAER ? " HBde <, IR18 T “clock” g HIHE =K
Router#clock set 11:36:00 12 08

N

% Invalid input detected at ' marker.

/[B% HESRARIAN T RS E, RN et =BT AR
Router#clock set 11:36:00 12 august

% Incomplete command.

Router#clock set 11:36:00 12 august 2003
Router#show clock

11:36:03.149 UTC Tue Aug 12 2003

R&S—1-28




150 2

[Tab) #HIEHZR

T4

Router#disa

Router>en [Tab]
Router>enable

Router#conf [Tab] t [Tab]
Router#configure terminal

Router(config)#

/R

T LA

I

[Tab] 8% Bh3AT BB Ran <




Using the History Buffer

Router#show history & 7~ iy 27 52
Router#terminal history size size 147

LA BN . BB 10




|

“show” iy & B~ H 2 & FE R

show running-config

show version show startup-config

Interface

WIERS (10S)
MATAE S (running-config)
HARRIA | REEE | amen (oo, som
(startup-config) (10S) o
F R
A
PR X
A
show ip arp
show memory show processes show flash show interface

show buffers
show stacks

show protocols

R&S—1-31




Z5“show” iy K Th B

ikee Thie ek
Tow version I TRARIEFEE. ML, REXES
MEFFEZIEE
show flash E 7~ FLASH F 108 #1{5 &
show running-config AT RAM FiEEhHY. HEr AR E O {F
show startup-config FERTE NVRAM F{EFRECE M {F
show interfaces TS SEONRETER
show processes ZREXRGENEEFMEE
show protocols TRERE MY CGE 3 B0 BPRE
show memory IR HHEATFRETER
show stacks U P AR A 2o B A BHERR

%']shuw buffers

et HaEN R R TER




“show version” fii2 E~E R

R2#show version

Cisco 10S Software, 2800 Software (C2800NM-ADVENTERPRISEK9-M),
Version 12.4(11)T1, RELEASE SOFTWARE (fc5)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Thu 25-Jan-07 12:50 by prod_rel team

/IVA L RIOSHIRRAAE B

ROM: System Bootstrap, Version 12.4(1r) [hgluong 1r], RELEASE
SOFTWARE (fcl)

/1L ROMIFIRRAAS B

R2 uptimeis 4 hours, 10 minutes

1 B% A% B FFHLAS [H]

System returned to ROM by power-on

/[ AR R WA E B, Bilan: FFEREiE 5 3)
System image file is "flash:c2800nm-adventerprisek9-mz.124-11.T1.bin"

IE: A bR IEAEE R IS X444
(BEALEBE )

R&S—1-33



“show version”fi2 B nrnER (&)
e

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco 2821 (revision 53.50) with 249856K/12288K bytes of memory.
IE: DL ERBEHBES . RAMA/MN249856K+12288K)

Processor board ID FHK1039F1FG

IIEWR AR5

2 Gigabit Ethernet interfaces

4 Low-speed serial(sync/async) interfaces

1 Virtual Private Network (VPN) Module

INE: U LEREMZEONHE

DRAM configuration is 64 bits wide with parity enabled.

239K bytes of non-volatile configuration memory.

62720K bytes of ATA CompactFlash (Read/Write)

IIFE: PLERANVRAM. FLASHRR/ME

Configuration register is 0x2142

IICA bR B HF e IE

R&S—1-34



“show interface” €574 B = B

R2#show interface s0/0/0

Serial0/0/0 i1s up, line protocol is up

IRE: ZEEOHPRE

Hardware is GT96K Serial

Internet address is 10.12.12.2/24

I ¥ DR IPHihE

MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

E: PLERZIEOKMTU, 5. ER. AlEEM. SEK/b
Encapsulation HDLC, loopback not set

IE: B ORSEERAGHDLC

Keepalive set (10 sec)

........................ (BEAb 2 %)

R&S—1-35



“show flash” 72 E~E B

R2#show flash

CompactFlash directory:

File Length Name/status
1 41205996 c2800nm-adventerprisek9-mz.124-11.T1.bin
[41206060 bytes used, 23019216 available, 64225276 total]

62720K bytes of ATA CompactFlash (Read/Write)
//E%TflashqjﬁﬁiﬂﬁlOS‘%%, ﬂaShHg}é\j(/J\’ ﬁfﬂ%ﬁfl‘ﬂ



“show controllers” {74 B B
e

R2#show controllers s0/0/0

Interface Serial0/0/0

Hardware is GT96K

DCE V.35, clock rate 128000

Idb at 0x4728A8CO0, driver data structure at 0x4728CBEC
wic_info 0x4728D218

Physical Port 1, SCC Num 1

/1B 7~s0/0/0: 0 4v.358: 0, HADCE, B&RE T i4k
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“show ip arp” s ¥ KB~ B

R2#show Ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.0.2 - 0019.5566.6320 ARPA  GigabitEthernet0/0
Internet 172.16.0.100 3 000c.7650.df17 ARPA GigabitEthernet0/0

1A BB EFHRARPR
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Basic Router Configuration

.
A basic router configuration should contain the following:

* -Router name - Host name should be unique

* -Banner - At a minimum, banner should warn against
unauthorized use

» -Passwords - Use strong passwords

* -Interface configurations - Specify interface type, IP
address and subnet mask. Describe purpose of interface.
Issue no shutdown command. If DCE serial interface issue
clock rate command.

After entering In the basic configuration the following tasks
should be completed

« -Verify basic configuration and router operations.
» -Save the changes on a router



Basic Router Configuration Command
Syntax

Naming the router Bouter iconfig) fhostname nome

Sefting Passwords Pouter (config) fenable secret password
Pouter (config) #fline console 0
Pouter (config-line) fpassword passwiord
Pouter (config-line) #login
Pouter (config)fline vty 0 4
Pouter (config-line) fpassword passwioid

Pouter (config-line) flogin

Configuring & message-of-the-day banner PRouter (config) fbanner motd # messece #

Router(conflg)#enable assword
password EBE%*XT%TE’J%H%



Basic Router Configuration & Verification
-

Confiomng an mterface Fouter (config) finterface type mumber
Bouter (config-if) fip address addrass mask
Bouter (config-if) fdescription dascription
Bouter (config-if) fno shutdowmn
saving changes on a router Louterfocopy running-config startup-config
Exanumng the output of show conumands  Louterfshow running-config
Bouterfshowr ip route
Bouterfshow ip interface brief

Bouterfishowr interfaces



Case for the Basic Router Configuration &
Verification

1206029
1216822

19208819

B DCE

FCA + e P2

Hawming the router Rouben{contig it hotnams rime .|

Latting Passwords Roubencondigd endbles secret password "'I
Feouben(contig}# ine conaole 0

R e Contg- B 1P R Swind ai-winid
Routen{condi-Br# kogn
Fooitesn] condig P e iy 01 4
e coniig-Bne U pavssweord password
Feouden{condig-ine W logn

Cianifipming B inderincs Rouber{configi# inferface bype number
Routesi{condig-iF ip address sddress mask
Foondésn{etandi-if i decseriplion descaiplion

Routen|config-Ifl no shiddown

Condigpring & message-ofdhe-day bannsr Feoiten{confic il banner mold ¥ meziage F
Earving changes on & roulss Fouter ¥ copry rurrirsg-conify slarlup-config
Examiniryg the oulpud of shire? commansds Rouberd shind mnrandg-contig
Riberd Shine i nute
Rber® i inherTace beied
Roubsad inbertaces |
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SRR
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:172.16.0.1/16

172.16.0.100/16
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At B 2% B A LAK 82 O I Pl ik

Router>enable

Router#

JIA_L FE 38 N B Eh 4% B R AU S

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#

JICA_L Rk N B E 28 O B B AR =K

Router (config)#interface f0/0

Router (config-if)#

/1) bR N B MUkmmom%D,om¢ 2 GigabitEthernet, 0/0F
- g)j?ﬁ%ﬁ 2 S T A A R e o R
=

Router (config-if)#ip address 172.16.0.1 255.255.0.0
/1VL B He & 42 DR IP
Router (config-if)y#no shutdown

VA ERATIFRED, BAR B 48 BT 2 D # R < Y
Router (config-if)#end

/B A BAR
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A B % H Ay 25 1

Router#conf terminal
Router(config)#line vty 0 4

//UJ:xslﬁ)\E%_EH%ﬁH’JVTYf iﬂ Xdm F, “vty 0 4" RN
vty 0Fl|vty 4, LS

Router(config- me)#password CISCO
Router(config-line)#login

I _ERECE vty RIS, Bltelnet® Ay
Router(config-line)#exit
Router(config)#enable password CISCO
/1A _E R e B e\ 3 2% i 284 AR 2 B B G
Router(config)#end




S D BR3:
Hidtelneti o] ¥ H 25

1 HARWRATENAEERNIPERME, WT:
« C:\>ping 172.16.0.1

Pinging 172.16.0.1 with 32 bytes of data:

Reply from 172.16.0.1: bytes=32 time<lms TTL=255

/1A LRI VA AL B ping H 2% H 4%

2. MitEMitelnet B H2E, WF:
e C:\>telnet 172.16.0.1

User Access Verification

Password:

Router>enable

Password:

Router#exit




A< SE G 1R

B R EMNTENL Lping @ his, KR
DL BT

1. géﬁrﬁm\ ATEAL B A8 B HIEE 2 B

2. WEBEEEZEGTAEIESL;
3. WETENFIMN-REMIPHbLE S IES,;

4. fERHSLE, REUAMZEOREIER
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